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InfoExchange
The Zelle InfoExchange: An interactive forum designed 

for Fiserv clients to share risk management-related 

ideas, challenges and opportunities with other Zelle

participants and the Fiserv team.

Risk mitigation focus
Client experience, fraud 

operations and more

Zelle®

A Strong Focus on You – Our Client
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Agenda

• EWS / Zelle Monthly Fraud Update  

• Fiserv Zelle Turnkey Frauds 
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Summary
Zelle turnkey fraud chargeback in Q1’22 is at 

about 5 bps. Q4’22 Chargeback was 4 bps.

Total fraud loss (fraud & scam) in Q1 is about 

12.48 bps.

Scams continue to target users. About 55-60% 

of losses is from scams

Zelle Fraud Trends

Call Center override losses about 30% and

SMS/OTP pass is 50%of total losses

Common App In network chargeback is 4.6bps 

in Apr.

Common App OON chargeback is about 35 bps 

in Apr.

Suspending receiver contacts with high 

risk/disposable email domains

Large number of transactions from IP carrier -

african network information center 

Anomalous email domains: zetmail.com, 

candassociates.com, cutradition.com  
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Data through  Apr 4th , 2022 

Zelle Monthly Transaction Volumes

20
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Transaction Distribution By Transfer Speed

88% of all transactions are instant, 11% is next day and 1% is standard speed
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Fiserv Zelle Turnkey Risk Performance Stats

Fraud loss definition Includes confirmed fraud transaction (chargeback and Compass suspension where credit was released. Unconfirmed fraud is excluded 

Fraud Losses in Q1’22 is about 13 bps. 50+% of losses reported are scams

About 94% of transactions are allowed with no challenge. Hold rates are down consistent to reduce friction
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Fiserv Zelle Turnkey - Attempted Fraud and Fraud Loss by Client

Period: Mar. 2022
Client

Majority of clients continue to see less than 15bps of fraud in March’ 2022 
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Zelle Fraud Chargeback Trends (Turnkey, CMA and OON)
Fiserv Turnkey Client Losses

Fiserv Clients Zelle OON Losses

• Zelle turnkey chargebacks dropped to 2.6 bps in Mar.

• Zelle overall fraud losses is 6.3 bps in Mar.

• CMA In-network volumes are averaging $4.1M from Oct-Mar.

• CMA In-network fraud averaging 3.7bps over last 6 months.

• CMA Out-of-network transaction  volume average about $36M/month .

• CMA Out-of-network fraud is 35bps in Mar.

Fiserv Clients Zelle CMA Losses
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Open Discussion

• Scam Trends: What scams are you seeing? Puppy, Merchandise, COVID, Tax?

• One large FI experiencing remote access fraud

• Elders are getting scammed at higher rate

• Refund scams are continuing to target clients.

• Self Pay scams

• Stay at home MLM businesses employment scams

• Fraud trends: What trends are you seeing recently. Account take over. First Party, New 

account? Smishing attacks? RATs?
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Appendix
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Sample of Scam Txts
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Consumer Education Recommendations in OLB

We recommend that you remind your consumers of the importance of protecting their bank accounts by 

following these tips and best practices. The following scam notifications are suggested to be displayed at a 

prominent location on your website:

• Refunds are not issued through Zelle

• Your financial institution will never call you to request information you received via text (SMS) or 

pressure you to reset your online banking log in password

• Don’t trust caller ID; Caller ID could be spoofed to show your financial institution’s name

• Don’t provide your online banking log in credentials, one-time password, account number or personal 

information by email or text or phone call. Using their published phone number, reach out to your 

financial institution to confirm that the request is legitimate

• Don’t give information over the phone if you receive a call stating that a transaction is canceled, even if 

the caller claims to be from your financial institution. Once again, contact your financial institution using 

a published phone number to inquire about the transaction

• Don’t click on links in unsolicited emails or texts 

• Don’t give an unsolicited caller remote access to your computer
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Its generally difficult to confirm if the user claiming fraud is a victim or is a party to it. However, you may evaluate 

the case based the following guiding factors:

• Tenure of the account and other relationships - Generally users with >6 months in books are good.

• Past transaction history at the bank – Users with good history do not call with frivolous claims

• Past history with the receiver account/token

• Recent activity of deposits and withdrawals

• Was the log-in from a new device?

• Was there a password reset or new login during recent months?

• Is the user willing to sign an affidavit of fraudulent activity?

Fraud Dispute - How to identify Fraudulent P2P Claims
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Compass Screen to Report Fraud Disputes and Scams 
In addition to chargeback information contributed by the FI, Fiserv will also contribute transactions that have 

been suspended as Confirmed Fraud or Confirmed Scam in the Risk Management screens in Compass. If 

the transaction has been canceled, you may mark transaction as Discrepant activity. Please refer to the 

compass screen below or refer to Compass UG. 


